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TONI TRADING

INTRODUCTION

Welcome to www.tonitrading.ro

At www.tonitrading.ro, protecting the privacy and personal data of our users
is of paramount importance. This Privacy Policy describes how we collect,
use, protect and share your personal information when you visit and use our
website and related services. Ouraimisto ensure that allyour personal data
is treated in a secure and responsible manner, in compliance with the
applicable regulations.

This Policy provides you with detailed information about the types of data
we collect, the purposes for which we use them, your rights in relation to
your personal data and the actions we take to ensure their protection.

Please read this Policy carefully to understand our privacy practices. For any
questions or concerns, please feel free to contact us using the contact
details.

This Policy applies to all visitors to our website, donors, volunteers and
anyone else who provides us with personal information. By using our
website, you agree to the collection and use of your personal information as
described in this Policy.

GENERAL INFORMATION

TONI TRADING COM SRL with headquarters in Bucharest, Nicolae Teclu
Street, no. 55, District 3, Tax Registration Code RO18023511, as author,
owner and admin of www.tonitrading.ro website and as "Data Controller"
within the meaning of the rules established by national legislation and the
General Data Protection Regulation (Regulation no. 679 drawn-up by the
European Parliament and the Council of the European Union on the
protection of natural persons with regard to the processing of personal data
and on the free movement of such data and repealing Directive 95/46/EC)
(Rom. RGPD, Eng. which enters into force on May 25, 2018, complies with
the right to private life of the individuals who access the website and ensures
the correct protection of the processing of Personal Data for visitors and
users.

e Visitors — people accessing the web page, anonymously;
e Users - people who use the website and fill-in the contact "form".
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Although you can access the content of www.tonitrading.ro website without
providing any personal information that could fall into the category of
personal data (visitor), if you fill in this information, our company can later
use it for the purpose specified in this document.

Your personal data will be processed exclusively based on the express and
unequivocal consent granted by you for this processing. Therefore,
providing the data and information requested via www.tonitrading.ro
website is deemed to represent your express consent for your personal data
to be used by TONI TRADING COM SRL, in accordance with the purposes
mentioned below.

We expressly warn visitors and users that all processing of personal data
relates exclusively to persons who have reached the age of 16. The use of
the website by young people who have not reached the age of 16 is
prohibited. If, however, such a situation occurs, resulting in the processing
of personal data of young people under the age of 16, we will stop the
processing of these data as soon as we learn of such a fact. Parents are
solely responsible for the use of the website by children.

The contact details of the Data Protection Officer are:
Mailing address: Bucharest, lon Brezoianu Street, no 27, 3" floor, District 1
E-mail: dataprotection@bogartholding.ro

HOW WE COLLECT YOUR PERSONAL DATA

As arule, in your capacity of visitor to our Website, we collect your personal
data (any information regarding an identified or identifiable natural person)
directly from you, when you visit our website www.tonitrading.ro ("
Website") and/or fill in the contact form available on the Website, as well as
when you contact us on our Facebook, Instagram or LinkedIn page.

The website includes links to our Facebook, Instagram, and LinkedIn pages.
In this case, Facebook, Instagram and LinkedIn could process your personal
data as an independent data controller, according to their own policies,
which you can access on the websites www.facebook.com, and
www.linkedin.com .
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PURPOSE OF PROCESSING AND CATEGORIES OF PROCESSED DATA
TONI TRADING COM SRL processes your personal data for the following
purposes:

Pursuing the legitimate interests of TONI TRADING COM SRL;
Providing information about TONI TRADING COM SRL projects (eg:
newsletter, electronic messages on various channels);

Sending a response to your requests addressed via the contact form
available on the Website.

Informing about TONI TRADING COM SRL events;

Assistance with project or service needs;

Participation in opinion polls about TONI TRADING COM SRL projects
and services;

Monitoring the traffic on the Website by means of cookies, when you
visit our Website. Processing is limited to how you interact with the
Website, in order to improve your experience. For more information
about our cookies, please access our Cookies Policy.

The following categories of data are processed on www.tonitrading.ro:

Name, first name, mailing address, e-mail, landline and/or mobile
phone numbers, company data (if applicable).

Your contact with us, such as a note or record of a call you made to
one of our contact centres, a Customer Relations service, an email or
letter sent or other records of a contact with us.

Information regarding the legitimacy of access - we will collect
passwords, clues and similar security information used for
authentication and access to accounts and services;

Your preferences for certain products, services and lifestyle when you
tell us what they are or when we assume what they are, based on how
you access TONI TRADING COM SRL projects and services;
Marketing preferences;

Information we obtain from other sources, such as public or private
authorities, fraud prevention agencies, and other data providers.
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These includes demographic data, interests-related data, and online
browsing behavior.

e The level of services provided to you — for example, operational
problems and other events that may affect our services;

e Responses to invitations and confirmations of attendance to events.

e Any other data incidentally transmitted by you in the message text

e The unique identification number assigned to the visitor

e Date and time of Website access

e The type of browser from which the Website was accessed

The personal data we process are: identification, transactional, financial,
demographic, location data or other personal data that we collect directly
from you or from other sources when you become our partner, or when you
access our projects or services.

At the same time, we mention that, in certain cases, the personal data
mentioned above may also be processed for the following purposes:

e reporting to the authorities according to the legal obligations we have,
pursuant to Art. 6(1) letter c) of the Regulation;

e managing IT&C systems, such as ensuring maintenance and
performing security audits on our IT networks, pursuant to Art. 6(1)
letter f) of the Regulation, in order to satisfy ourinterestin ensuring the
proper operation of IT systems;

e settling disputes, pursuant to Art 6(1) letter f) of the Regulation, in
order to satisfy our legitimate interest to request the ascertain,
respectively to exercise or defend our rights.

We emphasize that you can change your preferences regarding the cookies
used on the Website by changing your browser settings. The "Help" feature
available in any browser will guide you in setting the options. For more
information on disabling cookies, you can visit www.allaboutcookies.org.
For more information about our cookies, please access our Cookies Policy.

TONI TRADING COM SRL does not intentionally collect sensitive personal
data from you in order to store them.
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LEGAL BASIS OF PROCESSING

The legitimate interests of TONI TRADING COM SRL, for example,
preventing fraud, maintaining the security of our services, direct
marketing and improving our services. Whenever we rely on this legal
basis to process your data, we assess our interests to ensure that they
do not override your rights. In addition, in some cases you have the
right to object to this processing. The legitimate interest of TONI
TRADING COM SRL to allow us to exercise the rights provided by law
in our favor, to take legal action against any illegal activity or any
activity causing damages to TONI TRADING COM SRL.

Compliance with a mandatory legal requirement, for example,
accounting and tax requirements, which are subject to strict internal
policies (such as retention periods), procedures, and your right to
restrict the use of your data, which control the scope of our services
that will be provided,;

In addition, to the extent you have agreed, your consent. Personal data
processing based on consent represents an additional purpose to the
processing of personal data in order to execute the contract to which
you are a party and does not condition the provision/execution of
contractual services.

Processing is necessary for the performance of a task carried out in
the public interest;

We will collect your personal data when, for example:

You access or use any of our projects and services;

You register for a particular project or service;

You subscribe to newsletters, alerts or other services offered by us;
You contact us via various channels, or request information about a
product or service;

You have given permission to other companies, such as our business
partners or associates, as well as our third party suppliers or
contractors, to share with us information about you

When your personal data are public; or

You are the customer/beneficiary of a commercial activity that we
purchase/provide.

TONITRADING COM SRL Page | 5



7

TONI TRADING

We also collect information from certain organizations where appropriate
and to the extent we have legal grounds to do so. These include fraud
prevention agencies, business directories, verification/control agencies,
billing agencies and contracted service providers.

CATEGORIES OF PERSONAL DATA RECIPIENTS

For the avoidance of doubt, transfer means any disclosure or making
available to third parties, either by physical transmission of personal data or
by granting access to data by any other means (storing and making backups
are deemed transfer for the purposes mentioned above ). Any disclosure of
your personal data will be carried outin accordance with the applicable law,
ensuring their protection, so that your rights and freedoms are observed.

In order to achieve the purposes detailed above, we may transfer your
personal data to:

a) operational service providers, such as Website development, hosting,
IT&C infrastructure maintenance and support, etc., with whom we
collaborate to provide you with our services;

b) consultants, such as external lawyers or auditors, respectively courts
of law, in order to ascertain, defend or exercise our rights;

c) regulatory authorities, professional bodies and/or public authorities,
in order to comply with applicable legislation;

d) our affiliates or partners, when there is a legitimate interest in
developing/managing our activities;

e) third parties expressly specified by you.

TRANSFERS TO THIRD COUNTRIES OR INTERNATIONAL
ORGANIZATIONS

As a rule, we will not transfer your personal data outside the European
Economic Area. In exceptional situations and only if necessary, the transfer
of your personal data outside the European Economic Area will be done only
with the application of adequate guarantees and protection measures
according to the specific legal provisions regarding the protection of
personal data and with your appropriate notification.
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PERIOD OF RETENTION

Your personal datawill not be kept longer thanis necessary forthe purposes
for which the personal data are processed. Thus, if you have contacted us
by filling-in the contact form available on the Website / sending a direct
message on our Facebook page or Instagram app, your data will be kept for
the duration of the general 3-year limitation period, as well as for a further
duration of maximum 1 year for the data deletion activity. For the storage
period of data collected through cookies, please see the Cookies Policy.

Afterwards, we will remove/delete your personal data from our systems and
records and/or take steps to anonymize such data so that you can no longer
be identified.

AUTOMATED DECISIONS AND CREATION OF PROFILES
Personal data referred to in this information note are not the subject of
profile generation or automated decision making.

YOUR RIGHTS

The right to withdraw the consent granted, at any time, in order to stop data
processing that is based on your consent Withdrawal will not affect the
lawfulness of processing based on the consent given prior to the
withdrawal, for the execution of a contract, for the fulfillment of a legal
obligation or for the purpose of satisfying our legitimate interests.

The right of access - means that you have the right to obtain confirmation
from us as to whether or not we are processing your personal data and, if so,
you have access to such data and information on how such data are
processed.

The right to data portability refers to the right to receive personal data in a
structured format currently used by us and which can be read
automatically, as well as the right for this data to be directly sent to another
operator, if this is technically feasible.
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The right to object - relates to your right to object to the processing of
personal data when the processing is necessary for the performance of a
task that serves a public interest or that takes into account a legitimate
interest of the data controller. When the processing of personal data is
aimed at direct marketing or processing based on express consent, you
have the right to object to the processing at any time.

The right to rectify refers to the correction, without unjustified delays, of
inaccurate personal data. The rectification shall be communicated to each
recipient to whom the data were transmitted, unless this proves to be
impossible or involves disproportionate efforts;

The right to data deletion ("the right to be forgotten") - means that you have
the right to request the deletion of personal data without undue delay if one
of the following reasons applies: the data are no longer necessary to fulfill
the purposes for which they were collected or processed; you withdraw your
consent and there is no other legal basis for the processing; you object to
the processing and there are no other overriding legitimate reasons;
personal data were processed illegally; personal data must be deleted to
comply with a legal obligation; personal data were collected in connection
with the provision of information society services.

Theright to restrict processing - can be exercised if the person disputes the
accuracy of the data, for a period necessary to verify the correctness of the
data; the processingis illegal and you object to the deletion of the personal
data, requesting the restriction instead; in the event that TONI TRADING
COM SRL no longer needs the personal data for the purpose of processing,
but the person requests them for establishing, exercising or defending a
right in court; if the person has objected to the processing for the period of
time in which it is verified whether the legitimate rights of data controller
prevail over those of the said person.

The right not to be subject to a decision based solely on automatic
processing, including the creation of profiles, which generates legal effects
concerning you or similarly affecting you to a significant extent, unless
necessary for the conclusion or execution of a contract between you and us
or is authorized by law;
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The right to file a complaint to the National Supervisory Authority for
Personal Data Processing(dataprotection.ro).

With the exception of the right to file a complaint with the National
Supervisory Authority for the Processing of Personal Data, you can exercise
the aforementioned rights by means of a written request, dated, sighed and
sent by mail to TONI TRADING COM SRL at lon Brezoianu Street, no. 27, 3rd
floor, District 1, Bucharest or to the e-mail  address
dataprotection@bogartholding.ro .

If you are not satisfied with the way we process your personal data, you have
the right to contact the National Supervisory Authority for the Processing of
Personal Data at G-ral. Gheorghe Magheru Avenue, no. 28-30, District 1, zip
code 010336, Bucharest or at the e-mail
address anspdcp@dataprotection.ro;

According to the General Data Protection Regulation (GDPR), you have the
right to unsubscribe from our newsletter at any time without providing a
reason. We respect your privacy and rights and have implemented clear and
easy-to-use mechanisms to unsubscribe from our communications.

Right to unsubscribe

The GDPR entitles you to stop receiving direct marketing communications
at any time. This means that you can unsubscribe from our newsletter at any
time and we will comply with this request immediately. Unsubscribing is
free and can be easily done using the methods described below.

Unsubscribing Mechanisms
To unsubscribe from our newsletter, you can use any of the following
methods:

Unsubscribe link in the email:

Every newsletter email we send includes an unsubscribe link found in the
lower part of the message. Click this link and follow the instructions to
unsubscribe instantly.

Direct contact:

You can send an email to dataprotection@bogarthholding.ro with the
subject "Unsubscribe" or a clear message in the content of the email
requesting your removal from our newsletter distribution list.
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Contact form on the website:
Go to the contact section on our website and fill in the contact form
specifying your wish to unsubscribe from the newsletter.

Unsubscribe confirmation

After you have requested to unsubscribe, you will receive a confirmation
email acknowledging that your request has been processed. We assure you
that once you have unsubscribed, you will no longer receive our newsletters,
unless you voluntarily re-subscribe.

Data protection after unsubscribing

Even after you have unsubscribed, we will keep your personal data securely
and in accordance with our privacy policies and GDPR requirements. These
data will only be used to ensure that you no longer receive marketing
communications from us.

Additional support

If you experience any difficulties with the unsubscribing process or have
additional questions, please do not hesitate to contact us at
dataprotection@bogartholding.ro. We are here to help you and make sure
your rights are complied with.

To exercise these rights, as well as for any additional questions regarding
this information or in relation to TONI TRADING COM SRL's use of personal
data, please contact our data protection officer by selecting any of the
communication methods described below .

PERSONAL DATA SECURITY

We inform you that we have implemented appropriate technical and
organizational measures in order to ensure a level of security corresponding
to the personal data processed. When assessing the appropriate level of
security, we take into account in particular the risks presented by the
processing of personal data, generated in particular, accidentally or
illegally, by the destruction, loss, modification, unauthorized disclosure of
or unauthorized access to the personal data transmitted, stored or
processed in any other way. We also ensure that access to personal datais
granted to our staff only to the extent necessary for the execution of work
tasks.
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CONCLUSIONS

At TONI TRADING COM SRL, we are committed to protecting the
confidentiality and security of your personal data. This Privacy Policy has
been developed to inform you on how we collect, use and protect the
personal information you provide to us.

We understand the importance of privacy and take responsibility for
complying with all applicable data protection regulations, including the
General Data Protection Regulation (GDPR). We constantly review and
improve our privacy practices to ensure we are aligned with industry’s best
practices and standards.

If you have any questions, comments or concerns about this Privacy Policy
or how we manage your personal data, please do not hesitate to contact us
at:

Mailing address: Bucharest, lon Brezoianu Street, no 27, 3" floor, District 1
E-mail: dataprotection@bogartholding.ro

We are here to provide you with answers and assistance.
By using our website and providing your personal information, you are
placing your trustin us, and we assure you that we will treat this information

with the utmost care and respect.

Thank you for your continued trust and cooperation.
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INTRODUCERE

Bine ati venit la www.tonitrading.ro .

La www.tonitrading.ro, protejarea confidentialitatii si a informatiilor
personale ale utilizatorilor nostri este de o importanta capitala. Aceasta
Politica de Confidentialitate descrie modul in care colectam, utilizam,
protejam si impartasim informatiile dvs. personale atunci cand vizitati si
utilizati site-ul nostru si serviciile asociate. Scopul nostru este de a va
asigura ca toate datele dvs. personale sunt tratate intr-un mod sigur si
responsabil, respectand reglementarile in vigoare.

In aceasta politica, veti gasi informatii detaliate despre tipurile de date pe
care le colectam, scopurile pentru care le utilizam, drepturile
dumneavoastra in ceea ce priveste datele personale si masurile pe care le
luam pentru a asigura protectia acestora.

Va rugam sa cititi cu atentie aceasta politica pentru a intelege practicile
noastre de confidentialitate. Daca aveti intrebari sau nelamuriri, nu ezitati
sa ne contactati folosind informatiile de contact.

Aceasta politica se aplica tuturor vizitatorilor website-ului nostru,
donatorilor, voluntarilor si oricaror alte persoane care ne furnizeaza
informatii personale. Prin utilizarea website-ului nostru, sunteti de acord cu
colectarea si utilizarea informatiilor dumneavoastra personale conform
descrierii din aceasta politica.

INFORMATII GENERALE

TONI TRADING COM SRL cu sediul in Bucuresti, str. Nicolae Teclu nr. 55,
sector 3, cod unic de inregistrare fiscala 18023511, in calitate de autor,
proprietar si administrator al website-ului www.tonitrading.ro si in calitate
de ,,operator” in sensul normelor instituite de legislatia nationala si de
Regulamentul General privind Protectia Datelor (Regulamentul nr. 679
elaborat de Parlamentul European si Consiliul Uniunii Europene privind
protectia persoanelor fizice in ceea ce priveste prelucrarea datelor cu
caracter personal si privind libera circulatie a acestor date si de abrogare a
Directivei 95/46/CE) (rom. RGPD, engl. GDPR), care intra in vigoare de la
data de 25 mai 2018, respecta dreptul la viata privata al persoanelor care
acceseaza website-ul si asigura protectia corecta a prelucrarii Datelor cu
Caracter Personal pentru vizitatori si utilizatori.
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e Vizitatori— persoane care acceseaza pagina, anonimi;
e Utilizatori - persoane care utilizeaza site-ul si completeaza
,formularul” de contact.

Desi puteti accesa continutul website-ului fara a furniza vreo informatie
personala ce ar putea intra in categoria datelor cu caracter personal
(vizitator), in cazulin care completati aceste informatii societatea noastra le
poate utiliza ulterior in scopul declarat in acest document.

Datele dumneavoastra personale vor fi prelucrate exclusiv in baza
consimtamantului acordat in mod expres si neechivoc pentru aceasta
prelucrare. Prin urmare, punerea la dispozitie a datelor si informatiilor
solicitate prin intermediul site-ului www.tonitrading.ro este considerata ca
reprezentand consimtamantul dumneavoastra expres pentru ca datele
dumneavoastra personale sa fie folosite de www.tonitrading, 1in
conformitate cu scopurile mentionate mai jos.

Atentionam vizitatorii si utilizatorii in mod expres ca toate prelucrarile de
date cu caracter personal se refera exclusiv la persoane care au implinit
varsta de 16 ani. Utilizarea site-ului de catre tinerii care nu au implinit varsta
de 16 ani este interzisa. In cazul in care are totusi loc o asemenea situatie,
avand consecinta procesarea datelor cu caracter personal ale tinerilor sub
16 ani, vom sista procesarea acestor date imediat ce vom afla un astfel de
fapt. Raspunderea pentru utilizarea site-ului de catre copii apartine in
exclusivitate parintilor.

Datele de contact ale responsabilului cu protectia datelor sunt:
Adresa postala: Bucuresti, str. lon Brezoianu, nr. 27, etajul 3, Sectorul 1
E-mail: dataprotection@bogartholding.ro

CUM COLECTAM DATELE DUMNEAVOASTRA CU CARACTER PERSONAL
Ca regula, in calitatea dumneavoastra de vizitator al Website-ului nostru,
colectam datele dumneavoastra cu caracter personal (orice informatii
privind o persoana fizica identificata sau identificabild) direct de la
dumneavoastra, atunci cand ne vizitati website-ul www.tonitrading.ro
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(,Website-ul”) si/sau completati formularul de contact disponibil pe
Website, precum si atunci cadnd ne contactati pe pagina noastra de
Facebook, Instagram sau LinkedIn.

Website-ul contine linkuri catre paginile noastre de Facebook, Instagram, si
LinkedIn.

In acest caz, Facebook, Instagram si Linkedln ar putea prelucra datele
dumneavoastra cu caracter personal ca operator independent, conform
politicilor proprii, pe care le puteti accesa pe website-urile
www.facebook.com , www.instagram.com, respectiv www.linkedin.com.

SCOPUL PRELUCRARII SI CATEGORIILE DE DATE PRELUCRATE
TONI TRADING COM SRL prelucreaza datele dumneavoastra personale
pentru urmatoarele scopuri:

e Urmarirea intereselor legitime ale TONI TRADING COM SRL;

e Furnizarea de informatii despre proiectele TONI TRADING COM SRL
(ex: newsletter, mesaje electronice pe diverse canale);

e Transmiterea unui raspuns la solicitarile dumneavoastra adresate
prin formularul de contact disponibil pe Website.

e Informarea despre evenimentele TONI TRADING COM SRL;

e Asistenta pentru nevoile legate de proieste sau servicii;

e Participarea la sondaje de opinie despre proiectele si serviciile TONI
TRADING COM SRL;

e Monitorizarea traficului pe Website prin intermediul modulelor
cookie, atunci cand ne vizitati Website-ul. Prelucrarea se rezuma la
modul n care interactionati cu Website-ul, in scopul imbunatatirii
experientei dumneavoastra. Pentru mai multe informatii cu privire la
modulele noastre cookie, va rugam sa accesati Politica de Cookies.

Pe www.tonitrading.ro sunt prelucrate urmatoarele categorii de date:

e Numele, Prenumele, adresa postala, e-mailul, numerele de telefon fix
si/sau mobil, datele firmei (daca este cazul) .

e Contactul dumneavoastra cu noi, cum ar fi o nota sau inregistrarea
unui apel pe care l-ati facut catre unul dintre centrele noastre de
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contact, un serviciu de Relatii cu Clientii, un e-mail sau o scrisoare
transmise sau alte evidente ale unui contact cu noi.

Informatii privind legitimitatea accesului — vom colecta parole, indicii
si informatii de securitate similare utilizate pentru autentificare si
accesul la conturi si servicii;

Preferintele dumneavoastra pentru anumite produse, servicii si stilde
viata atunci cand ne spuneti care sunt acestea sau atunci cand
presupunem care sunt, in baza modului in care accesati proiectele si
serviciile TONI TRADING COM SRL;

Preferintele in materie de marketing;

Informatiile pe care le obtinem din alte surse, cum ar fi autoritati
publice sau private, agentii de prevenire a fraudelor, precum si de alti
furnizori de date. Acestea includ date demografice, date referitoare la
interese, precum si comportamentul la navigarea online.

Nivelul serviciilor care vi se presteaza — de exemplu, probleme
operationale si alte evenimente care pot afecta serviciile noastre;
Raspunsurile la invitatii si confirmarile de participare la evenimente.
Orice alte date transmise in mod incidental de dumneavoastra in
cuprinsul mesajului

Numarul unic de identificare alocat vizitatorului

Data si ora accesarii Website-ului

Tipul de browser de pe care a fost accesat Website-ul

Datele personale pe care le prelucram sunt datele de: identificare,
tranzactionale, financiare, demografice, de localizare sau alte date
personale pe care le colectam direct de la dumneavoastra sau din alte surse
atunci cand deveniti partenerul nostru, sau cand accesati proiectele sau
serviciile noastre.

De asemenea, mentionam faptul ca, in anumite cazuri, datele cu caracter
personal mentionate mai sus, vor putea fi prelucrate si in urmatoarele
scopuri:

raportarea catre autoritati conform obligatiilor legale pe care le avem,
in temeiul art. 6 alin. 1 lit. ¢) din Regulament;

gestionarea sistemelor IT&C, cum ar fi asigurarea mentenantei si
realizarea auditurilor de securitate asupra retelelor noastre IT, in
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temeiul art. 6 alin. 1 lit. f) din Regulament, in vederea atingerii
interesului nostru de a ne asigura buna functionare a sistemelor IT;
solutionarea disputelor, in temeiul art. 6 alin. 1 lit. f) din Regulament,
in vederea atingerii interesului nostru legitim de a solicita
constatarea, respectiv de a ne exercita sau apara drepturile.

Subliniem faptul ca puteti sa va schimbati preferintele cu privire la modulele
cookie utilizate pe Website, prin modificarea setarilor browser-ului. Functia
»help” disponibila in orice browser va va ghida in setarea optiunilor. Pentru
mai multe informatii cu privire la dezactivarea modulelor cookie, puteti
vizita www.allaboutcookies.org. Pentru mai multe informatii cu privire la
modulele noastre cookie, va rugam sa accesati Politica de Cookies.

TONI TRADING COM SRL nu colecteaza de la dumneavoastra in mod
intentionat date cu caracter personal sensibile pentru a le stoca.

TEMEIUL JURIDIC AL PRELUCRARII

Interesele legitime ale TONI TRADING COM SRL, de exemplu,
prevenirea fraudelor, mentinerea securitatii serviciilor noastre,
marketing direct siimbunatatirea serviciilor noastre. Ori de cate ori ne
bazam pe acest temei juridic pentru a prelucra datele
dumneavoastra, evaluam interesele noastre pentru a ne asigura ca
acestea nu prevaleaza asupra drepturilor dumneavoastra in plus, in
unele cazuri aveti dreptul de a va opune acestei prelucrari. Interesul
legitim al TONI TRADING COM SRL pentru a ne permite exercitarea
drepturilor prevazute de lege in favoarea noastra, pentru a actiona in
TRADING COM SRL.

Conformarea cu o cerinta legala imperativa, de exemplu, cerinte
contabile sifiscale, care fac obiectul unor politici interne stricte (cum
ar fi perioadele de pastrare), proceduri, si dreptul dumneavoastra de
a restrictiona utilizarea datelor proprii, care controleaza obiectul
serviciilor noastre ce vor fi prestate;

in plus, In masura in care ati fost de acord, consimtdmantul
dumneavoastra. Prelucrarea datelor cu caracter personal in baza
consimtaméantului reprezinta un scop aditional prelucrarii datelor
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personale in vederea executarii contractului la care sunteti parte si nu
conditioneaza furnizarea/prestarea serviciilor contractuale.

e Prelucrarea este necesara pentru indeplinirea unei sarcini care
serveste unui interes public

Vom colecta datele dumneavoastra cu caracter personal atunci cand, de
exemplu:

e Accesati sau utilizati oricare dintre proiectele si serviciile noastre;

e Vainregistrati pentru un anumit proiect sau serviciu;

e Va abonati la buletine informative, alerte sau alte servicii oferite de
noi;

e Ne contactati prin diverse canale, sau ne solicitati informatii n
legatura cu un produs sau serviciu;

e Ati acordat permisiunea altor societati, cum ar fi partenerii nostri
comerciali sau asociatii nostri, precum si unor terti furnizori sau
contractanti ai nostri, sa faca schimb de informatii cu noi cu privire la
dumneavoastra

e Atuncicanddatele dumneavoastra cu caracter personal sunt publice;
sau

e Sunteti clientul/beneficiarul unei activitati comerciale pe care o
achizitionam/prestam.

De asemenea, colectam informatii de la anumite organizatii, daca este
cazulsiin masurain care avem temeiuri legale in acest sens. Acesteainclud
agentii de prevenire a fraudelor, anuare comerciale, agentii de
verificare/control, agentii de calculare a facturii si prestatori servicii
contractate.

CATEGORIILE DE DESTINATARI Al DATELOR CU CARACTER PERSONAL
Pentru evitarea oricarui dubiu, transfer reprezinta orice dezvaluire sau
punere la dispozitie catre terti, fie prin transmiterea fizica a datelor cu
caracter personal, fie prin acordarea accesului la date prin orice alte
mijloace (stocarea sirealizarea copiilor de rezerva sunt considerate transfer
in scopurile mentionate mai sus). Orice divulgarea a datelor dumneavoastra
cu caracter personal va fi efectuata in conformitate cu legislatia aplicabila,
asigurdnd protectia acestora, astfel incat drepturile si libertatile
dumneavoastra sa fie respectate.
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Pentru indeplinirea scopurilor detaliate mai sus, este posibil sa transmitem
datele dumneavoastra cu caracter personal catre:

f) furnizori de servicii operationale, precum dezvoltare a Website-ului,
hosting, mentenanta si suport a infrastructurii IT&C, etc., cu care
colaboram pentru a va furniza serviciile nostre;

g) consultanti, precum avocati externi sau auditori, respectiv instante
judecatoresti, pentru constatarea, apararea sau exercitarea
drepturilor noastre;

h) autoritati de reglementare, organisme profesionale si/sau, autoritati
publice in vederea respectarii legislatiei aplicabile;

i) afiliatii sau partenerii nostri, atunci cand exista un interes legitim de a
dezvolta/gestiona activitatile noastre;

j) terte parti indicate expres de dumneavoastra.

TRANSFERURI CATRE TARI TERTE SAU ORGANIZATII INTERNATIONALE
Caregula, nu vom transfera datele dumneavoastra cu caracter personal in
afara Spatiului Economic European. in situatii de exceptie si doar dacé este
necesar, transferul datelor dumneavoastra cu caracter personal in afara
Spatiului Economic European se va face doar cu aplicarea unor garantii si
masuri de protectie adecvate conform prevederilor legale specifice in
materia protectiei datelor cu caracter personal si cu informarea
dumneavoastra corespunzatoare.

DURATA PASTRARII

Datele dumneavoastra cu caracter personal nu vor fi pastrate mai mult
decat este necesar pentru scopurile pentru care datele cu caracter
personal sunt prelucrate. Astfel, in cazul in care ne-ati contactat prin
completarea formularului de contact disponibil pe Website / transmiterea
unui mesaj direct pe pagina noastra de Facebook sau aplicatia Instagram,
datele dumneavoastra vor fi pastrate pe durata termenului general de
prescriptie de 3 ani, precum si pentru o durata ulterioara de maximum 1 an
pentru activitatea de stergere a datelor. Pentru perioada de stocare a
datelor colectate prin modulele cookie, va rugam sa consultati Politica de
Cookies.

TONITRADING COM SRL Page |18



7

TONI TRADING

Ulterior, vom elimina/sterge datele cu caracter personal din sistemele si
evidentele noastre si/sau vom lua masuri pentru a le anonimiza, astfel incat
sa nu mai puteti fi identifica.

DECIZIILE AUTOMATIZATE S| CREAREA DE PROFILURI

Datele cu caracter personal la care se face referire in prezenta nota de
informare nu fac obiectul crearii unor profiluri sau luarii unor decizii in mod
automat.

DREPTURILE DUMNEAVOASTRA

Dreptul de a retrage oricand un consimtamant dat in vederea opririi unei
prelucrari a datelor care se bazeaza pe consimtamantul dumneavoastra
Retragerea nu va afecta legalitatea prelucrarii pe baza consimtamantului
acordat inainte de retragere, pentru executarea unui contract, in vederea
indeplinirii unei obligatii legale sau in scopul urmaririi intereselor noastre
legitime.

Dreptul de acces - inseamna ca aveti dreptul de a obtine o confirmare din
partea noastra ca prelucram sau nu datele cu caracter personal care va
privesc si, in caz afirmativ, aveti acces la datele respective si la informatiile
privind modalitatea in care sunt prelucrate aceste date.

Dreptul la portabilitatea datelor - se refera la dreptul de a primi datele
personale intr-un format structurat, utilizat in mod curent de catre noi si
care poate fi citit automat, dar si la dreptul ca aceste date sa fie transmise
direct altui operator, daca acest lucru este fezabil din punct de vedere
tehnic.

Dreptul la opozitie - vizeaza dreptul dumneavoastra de a va opune
prelucrarii datelor personale atunci cand prelucrarea este necesara pentru
indeplinirea unei sarcini care serveste unui interes public sau cand are in
vedere uninteres legitim al operatorului. Atunci cand prelucrarea datelor cu
caracter personal are drept scop marketingul direct sau prelucrari efectuate
in baza consimtamantului expres, aveti dreptul de a va opune prelucrarii in
orice moment.
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Dreptul la rectificare - se refera la corectarea, fara intarzieri nejustificate, a
datelor cu caracter personalinexacte. Rectificarea va fi comunicata fiecarui
destinatar la care au fost transmise datele, cu exceptia cazuluiin care acest
lucru se dovedeste imposibil sau presupune eforturi disproportionate.

Dreptul la stergerea datelor (,,dreptul de a fi uitat”) - inseamna ca aveti
dreptul de a solicita stergerea datelor cu caracter personal, fara intarzieri
nejustificate, in cazul in care se aplica unul dintre urmatoarele motive:
acestea nu mai sunt necesare pentru indeplinirea scopurilor pentru care au
fost colectate sau prelucrate; va retrageti consimtamantul si nu exista
niciun alt temei juridic pentru prelucrare; va opuneti prelucrarii si nu exista
alte motive legitime care sa prevaleze; datele cu caracter personal au fost
prelucrate ilegal; datele cu caracter personal trebuie sterse pentru
respectarea unei obligatii legale; datele cu caracter personal au fost
colectate in legatura cu oferirea de servicii ale societatii informationale.

Dreptul la restrictionarea prelucrarii - poate fi exercitat in cazul in care
persoana contesta exactitatea datelor, pe o perioada necesara verificarii
corectitudinii datelor; prelucrarea este ilegala, iar dumneavoastra va
opuneti stergerii datelor cu caracter personal, solicitdnd in schimb
restrictionarea; in cazul in care TONI TRADING COM SRL nu mai are nevoie
de datele cu caracter personal in scopul prelucrarii, dar persoana i le
solicita pentru constatarea, exercitarea sau apararea unui drept in instanta;
in cazul in care persoana s-a opus prelucrarii pentru intervalul de timp in
care se verifica daca drepturile legitime ale operatorului prevaleaza asupra
celor ale persoanei respective.

Dreptul de a nu face obiectul unei decizii bazate exclusiv pe prelucrarea
automata, inclusiv crearea de profiluri, care produce efecte juridice care va
privesc sau care va afecteaza in mod similar intr-o masura semnificativa, cu
exceptia cazuluiin care este necesar pentruincheierea sau executarea unui
contract intre dumneavoastra si noi sau este autorizata de lege;

Dreptulde adepune o plangere in fata Autoritatii Nationale de Supraveghere
a Prelucrarii Datelor cu Caracter Personal (dataprotection.ro).

Cu exceptia dreptului de a depune o plangere la Autoritatea Nationala de
Supraveghere a Prelucrarii Datelor cu Caracter Personal, va puteti exercita
drepturile mentionate anterior, printr-o cerere scrisa, datata, semnata si
adresata TONI TRADING COM SRL prin posta la str. lon Brezoianu, nr. 27,
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etajul 3, Sectorul 1, Bucuresti, sau pe e-mail:
dataprotection@bogartholding.ro .

Daca nu sunteti satisfacut cu modulin care va prelucram datele cu caracter
personal, aveti dreptul sa va adresati Autoritatii Nationale de Supraveghere
a Prelucrarii Datelor cu Caracter Personal la adresa B-dul G-ral. Gheorghe
Magheru 28-30, Sector 1, cod postal 010336, Bucuresti sau la adresa de e-
mail anspdcp@dataprotection.ro.

Conform Regulamentului General privind Protectia Datelor (GDPR), aveti
dreptul de a va dezabona de la newsletter-ul nostru in orice moment, fara a
furniza un motiv. Respectam confidentialitatea si drepturile dumneavoastra
siamimplementat mecanisme clare si usor de utilizat pentru a va dezabona
de la comunicarile noastre.

Dreptul de a va dezabona

GDPR va confera dreptul de a opri primirea comunicarilor de marketing
direct in orice moment. Acest lucru inseamna ca puteti renunta la
newsletter-ul nostru oricand doriti, iar noi vom respecta imediat aceasta
cerere. Dezabonarea este gratuita si poate fi realizata usor prin metodele
descrise mai jos.

Mecanisme de dezabonare
Pentru a va dezabona de la newsletter-ul nostru, puteti utiliza oricare dintre
urmatoarele metode:

Linkul de dezabonare din email:

Fiecare email de newsletter pe care il trimitem contine un link de
dezabonare situat in partea de jos a mesajului. Faceti clic pe acest link si
urmati instructiunile pentru a va dezabona instantaneu.

Contact direct:

Puteti trimite un email la dataprotection@bogartholding.ro cu subiectul
»,Dezabonare” sau un mesaj clar in continutul emailului prin care solicitati
sa fiti eliminat din lista noastra de distributie a newsletter-ului.

Formularul de contact de pe website:
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Accesati sectiunea de contact de pe website-ul nostru si completati
formularul de contact specificand dorinta de a va dezabona de la
newsletter.

Confirmarea dezabonarii

Dupa ce ati solicitat dezabonarea, veti primi un email de confirmare care sa
ateste ca cererea dumneavoastra a fost procesata. Va asiguram ca, odata
ce v-ati dezabonat, nu veti mai primi newsletter-ele noastre, cu exceptia
cazului in care va abonati din nou voluntar.

Protectia datelor dupa dezabonare

Chiar si dupa ce v-ati dezabonat, vom pastra datele dumneavoastra
personale intr-un mod sigur si conform cu politicile noastre de
confidentialitate si cu cerintele GDPR. Aceste date vor fi utilizate doar
pentru a ne asigura ca nu veti mai primi comunicari de marketing de la noi.

Asistenta suplimentara

Daca intdmpinati dificultati in procesul de dezabonare sau aveti intrebari
suplimentare, nu ezitati sa ne contactati la
dataprotection@bogartholding.ro . Suntem aici pentru a va ajuta si pentru a
ne asigura ca drepturile dumneavoastra sunt respectate.

Pentru exercitarea acestor drepturi, precum si pentru orice intrebari
suplimentare cu privire la aceasta informare sau in legatura cu utilizarea de
catre TONI TRADING COM SRL a datelor personale, va rugam sa contactati
reprezentantul nostru pentru protectia datelor, alegdnd oricare din
modalitatile de comunicare descrise mai jos.

SECURITATEA DATELOR CU CARACTER PERSONAL

Vainformam ca am implementat masuri tehnice si organizatorice adecvate
in vederea asigurarii unui nivel de securitate corespunzator datelor cu
caracter personal prelucrate. La evaluarea nivelului adecvat de securitate,
tinem seama in special de riscurile prezentate de prelucrarea datelor cu
caracter personal, generate in special, in mod accidental sau ilegal, de
distrugerea, pierderea, modificarea, divulgarea neautorizata sau accesul
neautorizat la datele cu caracter personal transmise, stocate sau
prelucrate in orice alt mod. De asemenea, ne asiguram ca accesul la datele
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cu caracter personal este acordat personalului nostru numai in masura in
care acesta este necesar pentru indeplinirea atributiilor de munca.

CONCLUzII

La TONI TRADING COM SRL, ne angajam sa protejam confidentialitatea si
securitatea datelor dumneavoastra personale. Aceasta Politica de
confidentialitate a fost creata pentru a va informa cu privire la modulin care
colectam, utilizam si protejam informatiile personale pe care ni le furnizati.

intelegem importanta confidentialitatii si ne asumam responsabilitatea de
a respecta toate reglementarile aplicabile privind protectia datelor, inclusiv
Regulamentul General privind Protectia Datelor (GDPR). Continuam sa
revizuim si sa imbunatatim practicile noastre de confidentialitate pentru a
ne asigura ca suntem aliniati cu cele mai bune practici si standarde din
industrie.

Daca avetiintrebari, comentarii sau nelamuriri cu privire la aceasta Politica
de confidentialitate sau la modul in care gestionam datele dumneavoastra
personale, va rugam sa nu ezitati sa ne contactati la:

Adresa postala: Bucuresti, str. lon Brezoianu, nr. 27, etajul 3, Sectorul 1
E-mail: dataprotection@bogartholding.ro

Suntem aici pentru a va oferi raspunsuri si asistenta.
Prin utilizarea website-ului nostru si prin furnizarea informatiilor
dumneavoastra personale, ne acordati increderea dumneavoastra, iar noi

va asiguram ca vom trata aceste informatii cu cea mai mare grija si respect.

Va multumim pentru increderea si colaborarea dumneavoastra continua.
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